Formal Methods & Crypto (WS 2009/10) Dr. Dominique Unruh
Solution of Exercise Sheet 1

Out: Thu, Oct 22, 2009 Due: Tue, Nov 3, 2009, 10am

Problem 1: Designing a symbolic model (10 Points)

In the lecture we have seen various symbolic models for analyzing protocols involving
group arithmetic. For each of these models we have seen three examples of protocols
that are secure with respect to the Dolev-Yao model but insecure when implemented

cryptographically (see [Definition 7 [Definition 8 and [Definition 10 in the lecture notes).

e Design a symbolic model (i.e., a set of messages M and relations ~, F) in which
all three protocols are insecure. (Of course, you should not do this by adding a
S+ g(M)

rule that gives the adversary too much power such as the rule SE M

e For each of the three protocols from the lecture notes, prove that it is insecure (in

the sense of [Lemma Tl [Lemma 2 and Lemma 3 in the lecture notes).

e You can get extra points if you can find additional problems with the symbolic
models presented in the lecture and solve these problems in your symbolic model.

Solution. The attack on the protocol from [Definition 10 in the lecture notesl is based
on the fact that the adversary can do addition and multiplication. We therefore ex-
tend the symbolic model from [Definition 9 in the lecture notes to contain addition and
multiplication.

The set M of messages is given by the following grammar:

M ::= N|NA|enc(M, M)|g(M)|f(M, M)|zero|one|add (M, M)|mul (M, M)
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The relation ~ is the smallest equivalence relation satisfying:

My ~ M, C is a context
C[M;] ~ C[Ms)]
f(z,one) =z f(z, zero) = one g(zero) =~ one
add(My, M) =~ add(Ms, M) add (M, zero) ~ M
add(My, add(Ms, M3)) =~ add(add(My, Ms), M3)
mul (My, M) ~ mul(Ms, M) mul(My, one) =~ M
mul( My, mul(Ms, M3)) ~ mul(mul(My, M), Ms)
f(mul(My, Ms), M3) ~ mul(f(My, M3), f(Ms, Ms))
F(My, add(Ma, Ms)) ~ mul(f (M, Ms), f(My, My))
g(add (Ma, M3)) ~ mul(g(Ma), g(Ms))
flg(My), Ma) ~ g(mul (M, Ma))
J(f(My, Ma), M3) = f(My, mul(Ma, M3))

f(g(Mr), M2) = f(g(Mz), My)

(I do not claim that these are all possible rules.)
The deduction relation we use is the smallest relation F satisfying:

MeS N e Ny S+ My, enc(My, M) SEM M~ M’

SHM SFN SF M, S+ M
S F mul(Ml,Mg) Sk M1 Sk f(Ml,MQ) S F M2
Div Roort
S M, S+ Mo
S+ My, My

S & enc(My, M), g(My), f(My, Ms), zero, one, mul(My, M), add (My, M>)

The rule D1v models the fact that the adversary can divide. The rule ROOT models the
fact that the adversary can compute Ms-th roots. (An alternative to these rules would
be to add a constructor inv for inverting group elements and exponents.)

Insecurity of the protocol from [Definifion 7 in the lecture notes. Let S :=
{X, f(9g(X),Y), enc(g(Y), N)}. We have to show that S+ N. (Compare to[Lemma 1l in

the llecture notes.)
This is shown using the following derivation:

fgx).Y) €S -
Sl—f(g(X),Y) f(g(X),Y) Nf(g(Y),X)
S+ flglY),X)
Roort

SkgY) St enc(g(Y),N)
SEN

<
m
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n
-
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Insecurity of the protocol from in the lecture notes. We have to
show that there exists a message X* with @ - X* and S + N where S := {f(g(Y), X™*), enc(g(Y'), N)}.
(Compare to in the lecture notes.)
Let X* := one. Since @ I one, we have @ - X*. We show S F N using the following
derivation:

f(g(Y),one) € S ~
St f(g(Y), one) (g(Y), one) = g(Y') enc(g(Y),N) e S

StgY) St enc(g(Y),N)
SFN

Insecurity of the protocol from [Definition 10/in the lecture notes. We have to
show that there exist messages X*, Y with @ - X™*, Y* and X*,Y™* # zero and X*,Y™* #
one and X* # Y* and S + N where S := {f(g(W), X™*), f(g(W),Y ™), enc(f(g(W),Z),N), Z}.
(Compare to in the [lecture nofes.)
We let X* be an adversary-nonce (i.e., X* € Ny). Then @ F X*. We let Y* :=
add(X*, one). Then
o+ X" @ one

I+ add(X™, one)

Thus @ Y™
We have S = {f(g(W), X*), (g(W), add(X*, one)), enc(f(g(W), Z), N), Z}. We
show S F N using the following derivation:

f(g(W), add(X*, one)) € § l{}g((%&,)a;lgl*()X;éo(r;eV))) ;
St f(g(W), add(X*, one)) mu?(f(g(,W),’X*ig(W’)

S mul(f(g(W), X7), 9(W))

flgW),X*) e S
St flgW), X™)

Driv eS8

St gW) SFZz
S+ f(g‘(W),Z)

enc(f(g(W),Z),N) e S

St enc(f(g(W),Z),N)
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Note: When we write T we mean —p The dots are only used to allow

for a more flexible layout.

More problems with the symbolic models from the lecture. Further problems
(that are not solved by the symbolic model presented above) include:

e One can apply the operations g and f to arbitrary messages, even messages that
are of the wrong type. For example, what is the meaning of g(g(w)) (note that
g(w) is an element of some group, while g(...) expects an integer as an argument).
And what is the meaning of f(g(w), enc(K1, K2))? One possibility to solve this
issue is to introduce the concept of a well-typed message (e.g., the argument of g
must be a message containing only add, mul, zero, one and nonces) and restrict -
so that only well-typed messages can be deduced.

e Related to the previous point: We have the constant one which has different in-
terpretation in different contexts. For example, in g(one), one is interpreted as
the integer 1, and in g(zero) =~ one, one is interpreted as the unit of the group.
The solution would be to introduce two constructors one;,; and onegroyp to dis-
tinguish between the two interpretations. Similarly, mul is sometimes used as the
multiplication on integers, and sometimes as the multiplication in the group.

e There should be operations modeling the fact that we can invert group elements,
as well as negate integers. In case of a known order group, we can also invert
integers modulo the group order (e.g., f(g(W), inv(W)) =~ g(one)).

e The symbolic model so far implies collision-resistance of g. That is, one cannot
deduce Mj, My such that M; % Ms and g(M;) ~ g(Ms). In a known order group,
however, the adversary can choose M; at random and My := M; + ord G where
ord G is the group order. Then M; # M, as bitstrings, but g™ = gM2. A solution
for this would be to introduce a symbol order and rules like g(order) ~ g(zero).

Unfortunately, when implementing all the above suggestions, we get a very complex
symbolic model. .noijuloe

Problem 2: A security proof in the Dolev-Yao model
(10 Points)

Consider the following set of messages:
M ::= N|Nylenc(M, M)|hash(M).

Here N and N4 represent countably infinite sets.



The interpretation of enc(Mi, Ms) is a symmetric encryption of My with key M,
the interpretation of hash(M) is a hash value of M.
The deduction relation F is the smallest relation satisfying the following rules:

M, e S N € Ny S+ M; S+ enc(My, Ms)
ELEM ——— ADVNONCE DEC
S+ M; SHFN S+ M,

S+ My, My

St enc(My, My), hash(My)

CoONs

Here M;, M5 are messages.
Consider the following protocol:

e Bob chooses nonces Necret, K1, Ko € N.
e Bob sends hash(K1), enc(K7, K3) to the adversary.
e Bob expects a message M, from the adversary.

e If My is of the form enc(K;, K') for some message K’', Bob sends enc(K', Ngecret)
to the adversary.

Show that this protocol does not leak the nonce Ngeerer. More precisely, show the
following claim:

Claim 1 Let Sy := {hash(K;), enc(Ky,Ks)}. Assume that S; + enc(Ky,K'). Let
Sy :=S1U{enc(K', Nseeret)}. Then So ¥ Ngeeret-

(Although you do not need to do so for solving this problem, I strongly recommend
that you make it clear for yourself why [Claim 1l indeed expresses that the nonce Ngecret
is not leaked in the protocol.)

Hint: To show [Claim 1], first try to find some invariant (1) that holds for all M with
S1F M. For every rule from the definition of -, show that if M;, Ms satisfy the invariant
(1), then the message in the conclusion of the rule also satisfies invariant (1). Then you
can use your invariant to show what K’ must be. Then try to find some invariant (2)
that holds for all M with S = M. For every rule from the definition of -, show that
if My, M, satisfy the invariant (2), then the message in the conclusion of the rule also
satisfies invariant (2). Finally, use that Ngecrer does not satisfy invariant (2) and you are
done.

Solution. We first define a set A of terms by the following grammar:
A ::= Nylenc(A, A)|hash(A)|hash(K7)|enc(K1, K2)

Note that other than in the grammar for messages, N does not occur in this grammar.
Invariant (1): For each message M with Sy = M, we have that M € A.



To prove this, we perform an induction over the rules defining . That is, we show
that for each rule, if all messages occurring in the premise of the rule satisfy invariant
(1), we have that the message in the conclusion of the rule also satisfies invariant (1).

For the rules ELEM and ADVNONCE, this follows immediately because S; C A and
Ny C A

For the rule CoNs, this follows because the grammar is closed under applications of
the constructors hash and enc.

In rule DEC, we have the premise Sy + My, enc(M;, My). By induction hypothe-
sis, we have that My, enc(M;, My) € A. Thus M; # K;. (Note: K; € N.) Hence
enc(My, My) # enc(Ky, Ks). Thus, by the grammar of A, enc(My, Ms) matches the
pattern enc(A, A), i.e., My, My € A. The conclusion of DEC is Sy F My, thus we are
done.

We have shown invariant (1). By assumption of [Claim 1l S7 F enc(K7, K'). With
invariant (1), it follows that enc(K;,K’) € A. By the grammar of A, this implies
that enc(Ky, K') matches enc(A, A) or enc(Ky, K2). Since K; ¢ A, the first case
cannot occur. Thus enc(Ky,K’) = enc(Ki,K3) and hence K/ = K. Then Sy =
{hash(K1), enc(K1, K2), enc(Ka, Nsecret) }-

We define the following grammar:
B ::= Nylenc(B, B)|hash(B)|hash(K1)|enc(K1, K2)|enc(K2, Nsecret)

Invariant (2): For each message M with So = M, we have that M € B.

To prove this, we perform an induction over the rules defining . That is, we show
that for each rule, if all messages occurring in the premise of the rule satisfy invariant
(2), we have that the message in the conclusion of the rule also satisfies invariant (2).

For the rules ELEM and ADVNONCE, this follows immediately because Sy C B and
N, C B.

For the rule CoNs, this follows because the grammar is closed under applications of
the constructors hash and enc.

In rule DEC, we have the premise Sy = Mj, enc(M7, Ms). By induction hypothesis,
we have that My, enc(M;, My) € A. Thus My # K;,Ks. (Note: Ky, Ky € N.) Hence
enc(My, My) # enc(K1, K3), enc(Ka, Ngeeret). Thus, by the grammar of B, enc(My, M)
matches the pattern enc(A, A), i.e., My, My € A. The conclusion of DEC is Sy F M,
thus we are done. .noijuloe
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