Formal Methods & Crypto (WS 2009/10) Dr. Dominique Unruh
Solution of Exercise Sheet 4

Out: Tue, Dec 15, 2009 Due: Tue, Jan 5, 2010, 10am

Problem 1: Computational implementations (10 points)
for public key encryption

Let (K, E, D) be an IND-CCA secure encryption scheme with probabilistic polynomial-
time key-generation K and encryption F, and deterministic polynomial-time decryp-
tion D. Assume that for all m € {0,1}*, k € N,

Prfm =m' : (ek,dk) — K(1%), ¢ — E(ek,m), m' — D(dk,c)] = 1. (1)

(That is, decryption never fails.)

Construct a computational implementation A for the symbolic model M. (as in
in the lecture notes) that satisfies the implementation conditions given in
[Definition 44 in the lecture notes.

Note: Do not assume anything about the encryption scheme except what is explic-
itly given in the problem statement. In particular, do not assume that all encryp-
tion/verification keys have the same length, that only k-bits of randomness are used,
that the encryption key can be efficiently extracted from the ciphertext, ...

Solution. We use the following notation:

Let (x,y) denote an encoding of the pair (z,y) for bitstrings x,y. We assume that
the encoding is efficiently computable, efficiently invertible, and length regularﬂ Let
[m]e := 01" 1m and [m], := L if |m| > £. Let N, ek, dk, enc, genc denote arbitrary
distinct bitstrings satisfying |enc| = |genc]|.

To simplify notation, we write patterns [-], [], and (-,-). A bitstring ¢ matches [z],
if there is some z with [z], = ¢. A bitstring ¢ matches [z] if there is some = and some ¢
such that [z]; = c¢. A bitstring ¢ matches (x,y) if there are x,y such that (z,y) = c.

When defining a function, we assume that the function fails (returns L) if some
pattern match or some recursive function call fails.

Let G be a pseudo-random generator taking k bits and returning a stream of bits.
Let G(r) denote the first k bits of G(r). Let G}.(r) denotes G(r) without the first &
bits. Le., G(r) = Gi(r)||G.(r).

Let (Ko (r), Kgp(r)) := K when K runs with randomness G(r). Let E'(e,m,r) :=
E(e,m) when E runs with randomness G} (7).

' A simple though inefficient example of such an encoding would be (z,y) := o=l lay.
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Let £, be a polynomial upper bound on the length of the output of Ki. Let £epc (1)
be a polynomial upper bound on the length of E(e, (m,r)) with |e| < Lo, |m| < I,
Ir| = k.

We can now define the computational implementation:

AN =

Adk(<N, 7”>

Aek(<N7 7”>

Aenc(<eka [e]gek >7 m, <N7 7’>

(N,
) == (dk,7) (Ir] = k)
) = (ek, [Ker(r)le,,) (Ir] = k)
) := {enc, [E'(e, (m, G (1)), ")]e.n.(ml)> G (1), lele,)  (Ir] =)
(if E’ fails in prec. case) := ( )
)= (

Adec(<dka 71/>7 (enc, 0/7 727 I:e:lzek>

genc, [O]gemqm”, Gi(r), €ele,,) (|| = k and E’ fails
[c] := ¢, (m,r) := D(Kg(r'),c), return m)
(|r'| =k, Kep(r') =e,d = [c]gem(‘m‘), || =k,r =7)
Ackof ((enc, [c], 7, [€]e,, ) = (ek, [e]r,,) (
Ackof ((genc, [c], 7, [elr,, ) := (ek, [e]e,,) (Ir[ = k)

In all other cases, the functions A, return L. In particular, Agerpage and AgerpageEne
always return L.

Comments: We have included the rule that A.,. may produce bitstrings (genc,...)
because F might fail for invalid (but valid looking) encryption keys, but A.,. may not
fail for any encryption key, as long as that key satisfies the purely syntactic criterion
for encryption keys given below. We have included G (r) in the output of Ay, to
ensure that two ciphertexts are different with overwhelming probability. It is not suf-
ficient to include Gg(r) within the actual ciphertext because if the encryption key is
not generated honestly, there is no guarantee that the ciphertext will contain the plain-
text or any randomness (the ciphertext might even be a constant). In the case that
E’ succeeds, we have also included Gg(r) in the plaintext. This is necessary in order
not to loose the IND-CCA security: If Gi(r) was only attached to the ciphertext (i.e.,
(enc, [E'(e,m,7)]¢,ne(iml)» Gr(T); [€]e,, ), then an adversary in the IND-CCA game could
change one valid ciphertext (enc, [E'(e,m,7)]s,..(m)s Gk(7), [€]e,,) into another cipher-
text (enc, [E'(e,m,7)]s,..(m|)s 7 [€le,,) that would still be accepted by Agec; this would
violate IND-CCA security.

We define the set of nonces as Noncesy, := {(N,7) : v € {0,1}*}. The set of ciphertexts
as {(enc, [c];, 7, [e]e,, ), (genc, [c]i, 7, [e]e,, ) : c,e € {0,1}*,7 € {0,1}*,1 > 0}. The set of
encryption keys as {(ek,[e]s ) : c,e € {0,1}*}. The set of decryption keys as {(dk,r) :
r € {0,1}*}.

Implementation conditions [[HA follow directly from the definition of the computa-
tional implementation A. Implementation condition B additionally uses ([l). To see
that implementation condition [0 holds, note that G (r) # Gg(r") with overwhelming

probability for r,r’ E {0, 1}*.

ek

We now sketch that implementation condition Bl holds, i.e., that the encryption
scheme (K°, E°, D°) constructed from A.g, Agk, Aenc, Adgec (as described in implemen-



tation condition M) is IND-CCA secure. Let (KT, ET, DT) be defined like (K°, E°, D°),
except that whenever G(r) is computed, a random string is used instead (and in partic-
ular, since G(r) and G}(r) are computed from G(r), these now return random strings,
too). Since G is a pseudo-random generator, (KT, ET, D) and (K°, E°, D°) cannot be
distinguished by a polynomial-time machine, thus it is sufficient to show that (K, ET, DY)
is IND-CCA secure.

Consider the following oracle £T: It initially picks (ek', dkT) « KT and b & {0,1}.

Upon query getkey it answers ek!. Upon query (enc,mq,m;) with |mg| = |mq], it
computes and returns b = ET(ekT,mb). We allow only one enc-query. Upon query

(dec, cl) with cf # cl, it computes and returns DF(dkt, ¢h).

The oracle £ is defined analogously, but uses the IND-CCA secure encryption scheme
(K, E, D) instead.

Assume that (KT, ET, DT) is not IND-CCA secure. Then there is an adversary Adv
such that |P1V[Adv‘ST = b] — 1| is not negligible. Now, we define an alternative imple-
mentation of £f. The alternative implementation invokes the oracle £. Upon query
getkey, it retrieves ek from £ and returns (ek, [ek]s,, ). Upon query (enc,mg,m;) with
|mo| = |mq], it picks r, & {0,1}* and sends (enc, (mg,rs), (m1,7.)) to £&. When getting
the ciphertext ¢, from &, it returns ¢l := (enc, [Cltene(jmol)s > [€K]e,,)- (ek is retrieved
from & using a getkey query if necessary.) When £ gets a query (dec, ) with ¢f # CI,
it does the following;:

e Parse (enc,|[], 7, [ek]gek> := ¢l with |#| = k. If this fails, return L.

e If ¢ # ¢4, send (dec,c) to &€, and then compute and return the plaintext as A g,
would have done.

e If c = ¢, and 7 # r,, return L. (The original construction of £ would also have
returned L because ¢ = ¢, decrypts to (mp,7).)

e If ¢ = ¢, and ek # ek, return L. (The original £ would also have returned L
because Ag.. checks whether the encryption key attached to the ciphertext is the
right one.)

o If ¢ = ¢, but for (-,¢,-,-) := ¢l it holds that ¢ # [c],, (m|): Teturn L. (The
original £ would also have returned L: The plaintext of ¢ = ¢, is myp. Thus Agee
would check ¢ = [c],,.(jm,|)- But this check fails because thus ¢’ # [cls,,..(jmo|) =

[c]genc(‘mb‘) )

genc

e Other cases do not occur since then we would have ¢l = ci, and thus the (dec, cf)-
query would be ignored by &T.

The modified construction of T is perfectly indistinguishable from the original construc-
tion, thus for the modified construction we have that [Pr[Adv® f= b]— 1| is not negligible.
Since £ in turn invokes £, we can construct an adversary B from Adv and £ such that
Pr[BE = b — 1| = [Pr[Adv®" = ] — | is not negligible. This contradicts the IND-CCA



security of (K, E, D). Thus (KT, ET, Dt) is IND-CCA secure and thus (K°, E°, D°) is
IND-CCA secure. Hence implementation condition [ is satisfied. .noituloe

Problem 2: A complete analysis (10 points)

Consider the following protocol:

e Protocol participants are Alice and Bob. They communicate over an insecure
channel (i.e., all messages are effectively sent to and received from the adversary).

e Let (ekp, dkp) be a preshared encryption key pair. Assume that Alice knows ek p
and Bob knows dkp. (The actual distribution of these keys is not part of the
protocol.)

e Alice chooses a nonce N4.
e Alice encrypts N4 using ekp and sends the resulting ciphertext ¢ to Bob.

e Bob raises an event begin and then decrypts ¢, extracts the nonce N4 and sends
N4 to Alice.

e When Alice receives N4, she raises an event end.

We say the protocol is secure if the event end never occurs unless the event begin has
occurred before.

(a)

Model the above protocol as a CoSP protocol II. Model the security of the protocol
(i.e., end only occurs after begin) as a trace property .

Note: Make sure that you do not implicitly assume some kind of synchronization
(i.e., that the first step of Alice occurs before the first step of Bob and the first step
of Bob occurs before the second step of Alice).

Solution. The CoSP protocol II is depicted in [Figure 2 Let begin be the set of all
copies of the input-node in B. Let end be the set of all copies of the nondeterministic
node in As. Let

p:={(v1,...,1n) : Vi.(v; € end = 3j < i.vj € begin).
.oitulog

Show that II symbolically satisfies . You may do this either by hand or using a
theorem prover like SPASS (depending on your preferences and mood).
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Figure 1: Building blocks for the CoSP tree.
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Figure 2: The CoSP protocol II. The boxes refer to the subtrees specified in [Figure 1] If
a subtree x has two outgoing edges, and a subtree y is attached to the outgoing edge of
x in this diagram, we assume that a separate copy of y is attached to each outgoing edge
of x. For example, in the middle path, both the outgoing edge of the nondeterministic
node of A and the no-edge of the equals-node are connected to a copy of B. When an
argument edge (dashed) from some node a in one subtree goes to a node b in another
subtree (e.g., the equals-node in As refers to the Ny-node in A;), then we assume that
this connection is drawn from a to the copy of b that is on the same path as a.




Solution. Assume that IT does not symbolically satisfy g. Then there is a symbolic
node trace t’ ¢ p, i.e., t' = (v1,...,Vs,V,...) where vy,...,vs & begin, and v € end.
Since a symbolic node trace necessarily is a path in II, the node v must be the
nondeterministic node in A, in the middle path in (All other copies of
that node are preceded by a copy of the input node of B.)

For this node to be reached, the equals-node in Ay must succeed. By definition of
equals, this implies that the term at the input node in Ay (call it x) equals the
term at the N4-node, i.e., N4. Thus it holds that S + N4 where S is the set of
terms at the output nodes on the path to xz. The only such output node is the
output node of Aj, this output node has the term enc(ek(Ng), Na, Ng). Thus
enc(ek(Ng),Na,Nr) b Na. Since Ng,Na,Nr € Np, it is easy to see from the
definition of - that enc(ek(Ng), Na, Ng) ¥ N4 (by structural induction with the
induction hypothesis that all terms derivable from enc(ek(Ng), Na, Ng) contain Nk
and N4 only within subterms enc(ek(Ng), Na, Nr)). .noijuloe

Show that II computationally satisfies g, i.e., that the protocol described above is
secure even in a cryptographic sense.

Hint: Use [Cemma 9 from the lecture notes.

Solution. It is easy to see that the protocol II is key-safe (Definifion 43 in the
lecture notes) and that @ is a trace property (i.e., prefix closed and efficiently de-
cidable). Assume a computational implementation A satisfying the implementation
conditions from [Definifion 44 in the lecture notes. (For the existence of such a
computational implementation, see [Problem J1) Then, by in the lecture
notes (and in the lecture notes), (II, A) computationally satisfies p.
.froijulo@
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