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1 Basic Notation

By N we denote the natural numbers including 0. We call a function f negligible if for
1

every positive polynomial p, we have that |f(n)| < oy for sufficiently large n. We call
a function f noticeable if there is a positive polynomial p such that for sufficiently large
n, we have f(n) > Iﬁ. Note that no function can be both negligible and noticeable,
but there are functions that are neither noticeable nor negligible (e.g., f(2n) := 0,
f@2n+1) :=1). We call a function non-negligible if it is not negligible. We call a
function f overwhelming if f > 1— g for some negligible g. We write 2° for the powerset
of S, ie., 25 ={M: M C S}. Given a function f, we write f(z := y) for the function
1! satisfying f/'(z) =y and f'(2') = f(a') for all 2’ # x.

When describing probabilistic algorithms, we write  «— A(y) to denote that x is
assigned the result of evaluating the probabilistic algorithm A on input y. We write

x & M to denote that z is assigned a uniformly chosen element from the set M. A set
S is called efficiently decidable if there is a deterministic polynomial-time algorithm A
such that A(x) =1 iff x € S (we assume some natural encoding of the elements of S as
bitstrings). A set S of lists is prefiz-closed if for any z,y where x € S and y is a prefix
of z, we have that y € S.
A B A B

When writing rules of the form — we mean A A B = C. The form ————
is more readable for complex rules.

By 1™ and 0™ with n € N we denote bitstrings 11...1 and 00...0 of length n.

A substitution is a partial function from variables (or, in some cases, other symbols)
to terms. Given a term T, we write T'o for the result of applying the substitution o
to T. That is, To is the result of replacing every variable x € dom ¢ ocurring in T by
o(x). Example: If o(x) = f(y), o(y) = z, and o undefined otherwise, then g(z,y,w)o =
9(f(y),z,w). To specify substitutions with finite domain, we use the following notation:
a substitution mapping xy to t1, ..., x, to t, is written {¢1/z1,...,t,/x,}. Example:
The substitution o from the example before is written {f(y)/z, z/y}.

A context is a term with a special symbol [J; the so-called hole. Given a context C
and a term ¢, we write C[t] for the result of replacing every occurrence of [J in C' by t.



2 Example: Protocol analysis

Consider the following protocol:

e Setting: We have parties Alice and Bob. enc is a symmetric encryption scheme (we
write enc(K,m) for an encryption of the plaintext m under key K). We assume
that a key K is pre-shared between Alice and Bob.

e Bob chooses keys Ko, K3 and sends K3, enc(K7, K2) to Alice.
o Alice chooses a noncd] N and sends enc(K3s, enc(K2, N)) to Bob.

We assume that the adversary is passive, i.e., he merely observes the messages sent by
Alice and Bob. The goal of the adversary is to guess N.

2.1 Cryptographer’s analysis

Definition 1 (IND-OT-CPA) A symmetric encryption scheme (enc, dec, keygen) is
said to be IND-OT-CPA secure (indistinguishable under one-time chosen-plaintext at-
tacks) iff for any pair of probabilistic polynomz'al—timg algorithms Advy, Advy with the
property that Advy always outputs triples (mg, m1, state) with |mg| = |my|, there is a
negligible function p such that for all k € N,

Prlout =1 : Expy| — Prlout =1: Expl]‘ < u(k)
where

Exp, := (K «— keygen(1¥), (mg,mq, state) — Advy(1%),

¢ — enc(1¥, K, my), out — Advo(1¥, state, c))

Definition 2 (Security) The protocol described in this section is secure iff for any
probabilistic polynomial-time algorithm Adv there is a negligible function p such that

Pr[N'=N:N il {0, 1}, K| — keygen(1¥), Ky — keygen(1¥), K3 — keygen(1%),
c1 — enc(1¥, K1, K3), ¢y — enc(1¥, K3, enc(1¥, K5, N)),
N/ — Adv(lk,Kg,Cl,Cz)] < ,u(k:)

Theorem 1 If (enc,dec, keygen) is an IND-OT-CPA secure symmetric encryption
scheme and enc, keygen are probabilistic polynomial-time algorithms, then we have se-

curity in the sense of [Definition 3

LA nonce is — roughly speaking — a random value that is long enough to be unguessable.

2Unless specified otherwise, we call an algorithm polynomial-time if there is a polynomial p such
that the probability that the algorithm runs more than p(k) steps is 0. Here k is the length of the first
argument given to the algorithm.




2.2 Analysis in the Dolev-Yao model

Definition 3 (Messages) A message is a term M of the following grammar:
M =N | enc(M,M) | Ky | Ko | K.
where N, K1, Ko, K3 are symbols and enc is a binary function symbol (a constructor).

Definition 4 (Deduction relation) We define the deduction relation . Given a set
S of messages and a message m, S F m intuitively means that m is deducible from the
messages in S. Formally, the deduction relation & is the smallest relation that satisfies
the following rules:

meS SFmy my € {K1, Ko, K3} S mg SFmy S+ enc(my, ms)
SkEm S+ enc(my, mg) S+ mgy

Definition 5 (Security) The protocol described in this section is secure iff S ¥ N
where S = {K3, enc(K1, K2), enc(Ks, enc(K2, N))}.

Theorem 2 We have security in the sense of [Definttion 4.
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3 The Dolev-Yao approach: counterexamples

In this section, we give a few examples for Dolev-Yao models where the symbolic anal-
ysis claims that a given protocol is secure, while it is easy to break given the actual
cryptographic implementation.

First, we give several models for cryptography using groups:

Definition 6 (Symbolic model 1) The set of messages M is defined by
M ::= N|N*|enc(M, M)|g(M)| f(M, M)

where N and N4 are two different countably infinite sets of symbols (protocol nonces
and adversary nonces, respectively).

The intuitive computational meaning of g is that g(x) represents the group element
g* where g is a generator of a group G. The intuitive computational meaning of f is
that f(x,y) represents the group element xY.

Let =~ be the smallest equivalence relation on messages such that the following rules
hold:

My =~ Mo C is a context

fg(Mr), M) =~ f(g(Ma), My)

where My, My are messages.
LetF be the smallest relation on sets of messages and messages such that the following
rules hold:

MeS S+ My, My N € Ny
SEM S+ enc(My, Ma), g(My), f(My, My) SHN
S+ My, enc(My, Ms) SHEM M=~ M
S E My S+ M

(Note: the last rule has the effect that any two equivalent terms are treated the same
with respect to the deduction relation.)

(This symbolic model has been suggested in [AE(0T].)

Definition 7 (Example protocol 1) Bob picks mnonces X,Y,N and sends
X’ f(.g(X), Y), enc(g(y), N) to Alice.



Lemma 1 The protocol from keeps N secret with respect to the symbolic
model from [Definition 0. That is, with S := {X, f(9(X),Y), enc(g(Y),N)}, we have
SF N.

The protocol from [Definifion 4 can be broken in the computational model if the
underlying group G has known order: Given the messages X and t; := f(g(X),Y) =
g*XY, the adversary can compute g(Y) = g¥ = tf(_l mod ord G “Then ¢(Y") can be used to
decrypt enc(g(Y'), N). However, this only works if ord G is known. The next example
considers the case where ord G is unknown (such as in, e.g., the RSA-group).

Definition 8 (Example protocol 1b) Alice picks a nonce X and sends X to Bob.
Bob picks nonces Y, N and replies with f(g(Y), X), enc(g(Y),N).

Lemma 2 The protocol from keeps N secret with respect to the symbolic
model from[Definttion @ even when Alice is corrupted. That is, for any X* with @ F X*
we have {f(g(Y), X™*), enc(g(Y),N)} ¥ N. (Note: X* does not have to be a nonce!)

Computationally, the protocol can be broken even when the order of the group G is
not known: The adversary sets X* := 1 and sends X* to Bob. Then Bob answers with
flg(Y),1) = g¥! = g(Y) and enc(g(Y), N) from which the adversary can decrypt N.

To avoid such examples, we extend the symbolic model to include symbols zero and
one.

Definition 9 (Symbolic model 2) The set of messages M is defined by
M = N|N?|enc(M, M)|g(M)|f(M, M)|zero|one

The equivalence relation is defined as in [Definition 0, except that we add the following
rules:
f(x,one) =x f(x, zero) = one

The deduction relation is defined as in |Definition 6|, except that we add the following
rule:
S zero, one

Definition 10 (Example protocol 2) Alice picks nonces X,Y and sends them to
Bob. Bob checks that X,Y #% zero and X,Y % one and X % Y. Otherwise, Bob
aborts. Bob picks nonces W, Z, N and replies with

t = f(g(W),X), ty 1= f(g(W)7Y)7 3 1= enc(f(g(W),Z),N), Z

Lemma 3 The protocol from [Definition 1(] keeps N secret with respect to the symbolic
model from [Definttton 9 even when Alice is corrupted. That is, for any X*,Y™ with
GEXY" and X*, Y™ % zero and X*,Y™* % one and X™* % Y™ we have

{F(gW), X7), f(g(W),Y™), enc(f(g(W), Z), N), Z} ¥ N

(Note: X*,Y* do not have to be nonces!)



Computationally, the protocol can be broken even when the order of the group G is
not known: The adversary chooses X* at random and sets Y* := X*+1. Hesends X*,Y*
to Bob. Then Bob answers with t; := f(g(W),X*) = ¢WX", to := f(g(W),Y*) =
g"Y" = WX gW = 11 gW ¢ .= enc(f(9(W),Z),N), Z. Then the adversary can com-
pute f(g(W), Z) as (t2/t1)? and decrypt N.

Side note: It should be mentioned that in the case of passive adversaries, computa-
tional soundness results for certain classes of protocols involving group arithmetic are
known. See, e.g., [BLMW0O7, BCK05].

Our last example is concerned with the XOR, operation instead of group theory.

Definition 11 (Symbolic model for XOR) The set of messages M is defined by
M ::= N|N4|zor(M, M)|zero

where N and N4 are two different countably infinite sets of symbols (protocol nonces
and adversary nonces, respectively).

Let =~ be the smallest equivalence relation on messages such that the following rules
hold:

zor(My, M) = xor(Msy, M) zor(My, zor(Ms, M3)) ~ xor(xor(My, M), M3)
My ~ My C is a context

zor(My, My) =~ zero zor(Mjy, zero) ~ M;

where My, Mo, M3 are messages.
Let & be the smallest relation on sets of messages and messages such that the following

rules hold:

MeS S+ My, Ms N € Ny SHM M ~ M’
SFM S+ zor(My, My) SEN S+ M

Note: we have not included encryption in this model for simplicity. But encryption
could be easily added analogously as in the previous symbolic models.

Definition 12 (Example protocol for XOR) First Bob picks a mnonce Ngecret-
When Bob gets the i-th query getnonce, he picks a nonce N; and sends N; to Alice. When
Bob gets the first query getmaster, he picks a nonce M and sends M to Alice. When Bob
gets a list of nonces (M, ..., My,), he checks whether {My,..., My} C {Ny,...,N,}
and zor(My, zor(Msa, zor(Ms, ... zor(My—1,My,)))) = M. (Here n is the number of
getnonce-queries that Bob got.) If this check succeeds, Bob sends Ngecret to Alice.

Note: When analysing this protocol with respect to some symbolic model (e.g.,
Definition 111), all equality tests t; = t» performed by Bob are interpreted as tests
whether ¢ = t5 because the intuition behind = is that two terms are equivalent iff they
are “the same”.



Definition 13 (Reasonable theories for XOR) Assume a set of terms containing a
binary constructor xor and infinitely many nonces. We say an equivalence relation =
reasonable iff

e For any permutation o on the set of all nonces and any two messages My, Ms, we
have M1 ] M2 ’Lﬁ M10 ~ MQO’.

e There are infinitely many nonces that are pairwise different with respect to =.

We call & reasonable iff S ¥ Ngecrer for all sets S that contain only messages not con-
taining Nsecret -

The symbolic model from [Definition 111 fulfils this definition.

Lemma 4 (informal) With respect to reasonable ~ and b, when Alice is corrupted, the
adversary cannot learn Ngeeret. That is, for any sequence of messages the adversary can
send such that any message sent by the adversary can be deduced from the messages he
received before, we have that Ngecret cannot be deduced from the messages the adversary
recetves.

Computationally, however, the protocol can be broken: Let k be the maximum
length of the nonces. Then the nonces span an at most k-dimensional vector space V/
over GF(2). Let n := 2k. The adversary requests nonces Ny, ..., N,. With probability
> %, the nonces Ny,..., N, span the whole vector space V. Thus M € V is a linear
combination of Ny, ..., N,. Thus there is a subset {My,..., M,,} of {Ny,...,N,} such
that My @ --- ® M,,, = M. By sending (My,..., M,,), the adversary gets Ngecret from
Bob.

Side note: It should be mentioned that in the case of passive adversaries, computa-
tional soundness results for certain classes of protocols involving XOR are known. See,
c.g., [BCKOH].

Summing up. The aim of the examples presented in this section is not to indicate that
the Dolev-Yao-approach is useless in principle. They should, however, make you aware
of the pitfalls in using the Dolev-Yao-approach for protocol analysis. At the very least,
when designing a symbolic model one should very carefully check whether the model
makes sense, it is not enough to write down the rules that immediately spring to mind.
A better approach is, of course, to prove that a given symbolic model is reasonable; to
this end, we will investigate so-called computational soundness theorems later in this
lecture.
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4 Inference Rules and Induction

We call a function F' from sets to sets monotone iff for all sets X, X’ with X C X’ we
have F(X) C F(X'). We call F bounded if there exists a set U (the universe) such that
for any set X, F(X) CU.

Definition 14 Let F' be a function from sets to sets. The least fized point Ifp(F) of F
is the smallest set X such that F(X) = X. More precisely: F(lfp(F)) = lfp(F) and for
any X with F(X) = X we have lfp(F) C X.

Theorem 3 (Knaster-Tarski) If F' is monotone and bounded, then F has a least fized
point. In fact, Up(F) = Nx with PO X-

Theorem 4 (Induction principle) Let F' be monotone and bounded. Let P be a set.
Assume that F(P) C P. Then lfp(F) C P.

. ) premise .
An (inference) rule is a formula of the form ————————_ Here premise and expres-
expression € S

ston may contain free variables, premise may contain occurrences of S, but expression
may not contain S.
premise;

Given a set of such rules i = 1,...,n we define a function F' as

expression; € S’
follows:

n
F(X)=XU U{eacpressz'onl- : premise;{ X/S} holds}.
1=1
Here premise;{ X/S} denotes the result of replacing all free occurrences of S in premise;
by X (we assume that the variable X does not occur in the rules).

We call a rule bounded if there is a set U such that for any set X, {expression :
premise{X/S} holds} C U. We call a rule monotone if for X C X', we have that
premise{ X /S} = premise{X'/S}.

When we say, “let S be the smallest set satisfying certain rules”, then we mean
S := lfp(F) where F is the function F' corresponding to the rules. If all rules are
bounded and monotone, so is F', and hence S exists.



premise; i —

Theorem 5 (Rule induction) Let bounded and monotone rules - ,
expression; € S

1,...,n be given. Let S be the smallest set satisfying these rules. Let P be a set. Assume
that the following holds for each i =1,...,n:

premise;{ P/S} = expression; € P
Then S C P.

In some cases, the set being defined might be a relation, e.g., F. In this case, one
considers a relation as the set of pairs that satisfy the relation. (E.g., b = {(z,y) : z b
true )

esS”

If the conclusion of the rule lists several elements in the set, this is just a shorthand for

y}.) If no premise is given, then true is assumed as premise (e.g., 0 € S means

- is short for the two rules and ——.
0esS 1e8 0es 1e8

See also [Pie)2, Section 21.1] for more information on induction.

several rules, e.g.,

5 Symbolic models

Definition 15 (Constructors, destructors, nonces, and messages types) A
constructor C' is a symbol with a (possibly zero) arity. A nonce N is a symbol with zero
arity. We write C/n € C to denote that C contains a constructor C' with arity n. A
message type T over C and N is a set of terms over constructors C and nonces N.
A destructor D of arity n, written D/n, over a message type T is a partial function
T" — T. If D is undefined on t1,...,t,, we write D(ty,...,t,) = L.

Definition 16 (Deduction relation) A deduction relation F over a message type T
is a relation between 2T and T.

Definition 17 A symbolic model M = (C,N, T, D,}) consists of a set of constructors
C, a set of nonces N, a message type T over C and N with N C T, a set of destructors
D over T, and a deduction relation = over T.

Definition 18 (Standard nonces and standard deduction relation) The stan-
dard nonces are N := N4 UN? where N4 and N are disjoint countably infinite sets.
(N4 is the set of adversary nonces and N the set of protocol nonces.)

The standard deduction relation is defined to be the smallest relation satisfying the

rules given in [Figure 1],

Further reading: [BHUQ9, Section 2.



me S N e N4 C/neC Stmi,...,my, C(my,...,my) €T
StEm SEN SEC(my,...,my)

D/neD StEmy,...,my, D(my,...,my) # L
St D(mq,...,my)

Figure 1: Deduction rules for the standard deduction relation. In the last rule,
D(myq,...,m;) denotes the term resulting from applying the function D to mq,...,m,.
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6 Computational soundness: The passive case

Definition 19 (Passive secrecy property) A passive secrecy property (with respect
to some symbolic model M = (C,N,T,D,F)) is a pair p := (Ngec, (m1,...,my)) with
Nsee € N and mq,...,m, € T.

We say ¢ holds symbolically iff {mi,...,mup} ¥ Nge.

Note: In this definition, we consider a protocol secure if the adversary cannot guess
the nonce Nye.. Such a secrecy property (also in the case of active adversaries) is often
called weak secrecy. In contrast, strong secrecy would mean that the adversary cannot
recognise N, even when he sees it.

Definition 20 (Computational implementation) Let a symbolic model M =
(C,N,T,D,t) be given. A computational implementation of M is a family of func-
tions A = (Ay)zecupuN such that Ap for F/n € CUD is a partial deterministic
function N x ({0,1}*)" — {0,1}*, and Ax for N € N is a total probabilistic function
with domain N and range {0,1}* (i.e., it specifies a probability distribution on bitstrings
that depends on its argument). The first arqument of Ap and Ay represents the security
parameter.

All functions Ar have to be computable in deterministic polynomial-time, and all An
have to be computable in probabilistic polynomial-time

In the following, we always omit the first argument of Ap, F' € CUDUN (the security
parameter). Keep in mind that Ap always implicitly gets the security parameter k as
its first argument.

Definition 21 (Computational execution of a p.s.p.) Let a symbolic model M =
(C,N, T,D,) and a passive secrecy property © = (Ngec,(m1,...,my)) be given. Fiz
an algorithm Adv. Fix a security parameter k. Consider the following algorithm:

3More precisely, there has to exist a single uniform probabilistic polynomial-time algorithm A that,
given the name of C € C, D € D, or N € N, together with an integer k and the inputs mi,...,mny,
computes the output of Ac, Ap, and An or determines that the output is undefined. This algorithm
must run in polynomial-time in k + |mi| + - -+ + |my| and may not use random coins when computing
Ac and Ap.



e For each nonce N occurring in ¢ (i.e., Ny or any subterm N € N of some m;),
choose ry «— Apn.

e For i =1,...,n, compute b; := (3(m;). Here [ is the recursive function that is
defined as follows:

— B(N) :=rn for N € N.

— B(F(my,...,my)) := Ap(B(mq),...,B(my)) for F/t € C.
e Invoke n* « Adv(1¥ by,...,b,).
o Ifn* =ry,., we say the adversary wins.

We define Succ(p, Adv, k) as the probability that the adversary wins in the above
algorithm.

Definition 22 (P.s.p. holds computationally) Let a passive secrecy property ¢ be
given. We say p holds computationally if for any polynomial-time algorithm Adv we
have that Succ(p, Adv, k) is negligible as a function of k.

Definition 23 (Symbolic model for symmetric encryption) Let C
{enc/3,pair/2}.  Let N be standard nonces.  Let T be defined by T
N|enc(N, T, N)|pair(T, T). Let D := {dec/2, fst/1, snd/1} with

dec(x, enc(x,y, z))
[st(pair(z,y))
snd(pair(z,y))

Y
T
.

(If none of these rules apply, the destructor application evaluates to 1.) Let & be the
standard deduction relation.
The symbolic model for symmetric encryption is My, := (C,N, T,D,F).

Definition 24 (Key-cycle-freeness) Let o be a passive secrecy property with respect
to Mene. We call a nonce N hidden if N occurs in @ and myq,...,my ¥ N.

We say a nonce N' occurs as a non-key in a term M € T if M is of the following
grammar: M ::= N'|pair(M,T)|pair(T, M)|enc(N, M, T). (That is, N' occurs in M
somewhere else than first and third argument of enc.)

We say a nonce N' is encrypted with a nonce N if there is a subterm enc(N, M, R)
of some m; such that N' occurs as a non-key in M.

We say p is key-cycle-free if the hidden nonces can be ordered as N1 < No < --- < Ny
such that the following holds:

For any two hidden nonces N;, N, if N; is encrypted with N; in @, then N; > Nj.
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Definition 25 (Length regularity) A computational implementation A of a symbolic
model M = (C,N, T, D,F) is length-regular, if:

e For any constructor C/n € C, any k € N, any bitstrings my, ..., my,m}y,...,ml, €
{0,1}* with |m1| = |mY|, ..., |mn| = |ml| and Ac(1¥,mq,...,m,) # L #
Ac(1®,mf,...,m!), we have that |[Ac(1¥,my,...,my)| = |Ac(1F,m}, ... ,ml)|.

e For any nonce N € N, any k € N, there is an | € N such that Pr[jz| =1: z «
An(1M)] = 1.

Definition 26 (Failure-freeness) A computational implementation A of a symbolic
model M = (C,N,T,D,t) is failure-free, if for any M € T containing nonces
Ni,...,N, € N we have that Pr[3(M) = L] is negligible as a function of the secu-
rity parameter k. Here B is defined as in[Definition 21

Definition 27 (Unpredictable nonces) A computational implementation A of a
symbolic model M = (C,N, T,D,F) has unpredictable nonces if for all N € N, we
have that max, Pr[An(1¥) = z] is negligible as a function of rH

Definition 28 (Fresh randomness) A passive  secrecy  property @ =

(Nsecrets (M1, ..., my)) with respect to Mgy, uses fresh randomness if the follow-
ing holds for all nonces R € N: If m; has a subterm enc(My, My, R) for some i, My, M,
then R occurs exactly once as a subterm of (my,...,my).

Note: This definition could be weakened to permit that the same term enc(N, M, R)
with the same key, plaintext, and randomness occurs more than once. For simplicity, we
omit this generalisation.

Definition 29 (IND-CPA) An encryption scheme (K, E, D) consisting of probabilis-
tic polynomial-time algorithms K (key-generation), E (encryption), and D (decryption)
is IND-CPA secure if for any polynomial-time oracle machine Adv, there is a negligible
function p such that for all k we have |Pro(k) — Pri(k)| < u(k). Here

Pri(k):=Prlb=1 : key — K(1¥), b« Adv&Fev) (17,

and &y(key, ) is an oracle that returns E(lk, key, m) when queried with a message m,
and & (key,-) is an oracle that returns E(1%, key,0™) when queried with a message m.

“In other words, the min-entropy Hoo(An(1%)) is superlogarithmic.



(The relevant difference to IND-OT-CPA as defined in [Definifion Tlis that in the present
definition, the adversary may request the encryptions of many messages, while in the
IND-OT-CPA definition, he may request only one.)

Definition 30 (IND-CPA (comp. implementation)) A computational implemen-
tation A of Mey. is IND-CPA secure if (K, E, D) is IND-CPA secure where

e All Ay for N € N are identical (i.e., Ax and Ay are the same algorithm for
N,M € N).

o K(1%):= An(1¥) for some N € N.

o BE(1¥ key,m) := Apnc (1%, key, m, An(1%)) for some N € N.

Theorem 6 (Passive computational soundness of symmetric encryption) Let
© = (Nsecret, (M1,...,my)) be a passive secrecy property with respect to Mey.. Let A be
a computational implementation of Men.. Assume the following facts:

e o is key-cycle-free [Definition 22).

o A is length-reqular (Definition 23).

o A is failure-free (Definition 20).

e A has unpredictable nonces (Definition 27).

e © has no subterm of the form enc(Nsecret, M1, Ma) or enc(My, Mo, Ngecret) for some

My, M.

o © uses fresh randomness (Definition 2§).

e A is IND-CPA secure (Definition 30).
Then, if @ holds symbolically, o holds computationally.

Actually, the fact that A has unpredictable nonces follows from the fact that A is IND-
CPA secure. (If we could guess the key, we could break the IND-CPA security.) We
have included the condition anyway to keep the proof simpler, and to stress the fact that
unpredictability is a property used independently of the IND-CPA security. E.g., if we
would not have any encryptions, we would not need IND-CPA security, but we would
still need unpredictable nonces.

A result similar to is developed in [AR(02]. However, the details are differ-
ent. In particular, they focus on indistinguishability properties, not on weak secrecy
properties as we do.



Saarland University Dr. Dominique Unruh

Formal Methods and Cryptography
Lecture on 2009-11-24

7 Computational soundness: The active case

The modelling presented in this section closely follows that of [BHUQ9].

7.1 Protocol model

First, we define a model which allows to express arbitrary protocols. We call these
protocols CoSP protocols (CoSP stands for Computational Soundness Proofs).

We define a CoSP protocol as a tree with a distinguished root and with labels on
both nodes and edges. Intuitively, the nodes correspond to different protocol actions:
Computation nodes produce terms (using a constructor or destructor); input and out-
put nodes correspond to receive and send operations; nondeterministic nodes encode
nondeterministic choices in the protocol; control nodes allow an outside entity (i.e., an
adversary) to influence the control flow of the protocol.

The edge labels intuitively allow for distinguishing branches in the protocol execution,
e.g., destructor nodes have two outgoing edges labelled with yes and no, corresponding
to the two cases that the destructor is defined on the input term or not; hence we can,
e.g., speak about the yes-successor of a destructor node.

Definition 31 (CoSP protocol) A CoSP protocol II is a tree with a distinguished
root and labels on both edges and nodes. Fach node has a unique identifier N and one
of the following types:

e Computation nodes are annotated with a constructor, nonce, or destructor F/n
together with the identifiers of n (not necessarily distinct) nodes. Computation
nodes have exactly two successors; the corresponding edges are labeled with yes
and no, respectively.

e Output nodes are annotated with the identifier of one node. An output node has
exactly one successor.

e Input nodes have no further annotation. An input node has exactly one successor.

e Control nodes are annotated with a bitstring [. A control node has at least one
and up to countably many successors annotated with distinct bitstrings I’ € {0,1}*.
(We call l the out-metadata and l' the in-metadata.)

e Nondeterministic nodes have mo further annotation. Nondetermininistic nodes
have at least one and at most finitely many successors; the corresponding edges are
labeled with distinct bitstrings.



We assume that the annotations are part of the node identifier N. If a node N contains
an identifier N’ in its annotation, then N’ has to be on the path from the root to N
(including the root, excluding N ), and N' must be a computation node or input node.
In case N' is a computation node, the path from N’ to N has to additionally go through
the outgoing edge of N' with label yes.

7.2 Symbolic execution

The symbolic execution of a CoSP protocol models what can happen in an execution of
the protocol in the symbolic model when running with an active adversary.

The symbolic execution of a CoSP protocol for a given symbolic model consists of
a sequence of triples (S,v, f) where S represents the knowledge of the adversary, v
represents the current node identifier in the protocol, and f represents a partial function
mapping already processed node identifiers to messages.

In the following, for a constructor, destructor, or nonce F/n € CUD UN, we define
evalp(ty,...,t,) as follows:

evalp() == F if F' is a nonce
evalp(ty, ... ty) == F(t1,...,tn) if I is a destructor and
F(ty,...,ty) # L1
evalp(ty, ... ty) == F(t1,...,tn) if I is a constructor and
F(t1,...,ty) €T
evalp(ty, ... ty) =L otherwise

Definition 32 (Symbolic execution) Let a symbolic model (C,N,T,D,t) and a
CoSP protocol 11 be given. A full trace is a (finite) list of tuples (S;,v;, fi) such that the
following conditions hold:
e Correct start: S1 = &, vy is the root of I1, f1 is a totally undefined partial function
mapping node identifiers to terms.
e Valid transition: For every two consecutive tuples (S,v, f) and (S',v', f') in the list,
let U1, ...,0, be the node identifiers in the annotation of v and define fj = f(75).
We have:

— If v is a computation node with constructor, destructor or nonce F, then
S'=S. If m:= evalp(ty,...,t,) # L, V' is the yes-successor of v in 11, and
f'=fw:=m). If m= 1, then V' is the no-successor of v and ' = f.

— If v is an input node, then S’ = S and V' is the successor of v in II and there
exists an m with S+ m and f' = f(v :=m).

— If v is an output node, then S’ = S U {t1}, V' is the successor of v in Il and
fr=r.

— If v is a control or a nondeterministic node, then v' is a successor of v and
f'=fand S"=S.

A list of node identifiers (v;) is a node trace if there is a full trace with these node

identifiers.
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Definition 33 (Trace property) A trace property  is an efficiently decidable and
prefiz-closed set of (finite) lists of node identifiers.

Let M = (C,N, T,D,F) be a symbolic model and II a CoSP protocol. Then I1
symbolically satisfies a trace property @ in M iff every node trace of Il is contained in .

7.3 Computational execution

Definition 34 (Probabilistic CoSP protocol) A probabilistic CoSP protocol II is
a CoSP protocol, where each nondeterministic node is additionally annotated with a
probability distribution over the labels of the outgoing edges.

Definition 35 (Computational execution) Let a symbolic ~model M =
(C,N, T,D,l), a computational implementation A of M, and a probabilistic CoSP
protocol 11 be given. Let a probabilistic polynomial-time interactive machine Adv (the
adversary) be given (polynomial-time in the sense that the number of steps in all activa-
tions are bounded in the length of the first input of Adv), and let p be a polynomial. We
define a probability distribution Nodesﬁ47A’H7AdV(k) (the computational node trace) over
(finite) lists of node identifiers (v;) according to the following probabilistic algorithm
(both the algorithm and Adv are run on input k):

o Initial state: vy := v is the root of IL. Let f be an initially empty partial function
from mode identifiers to bitstrings, and let r be an initially empty partial function
from N to bitstrings.

o Fori=2,3,... do the following:

— Let 1y,..., 0y, be the node identifiers in the annotation of v. m; = f(v;).
— Proceed depending on the type of node v:

x If v is a computation node with nonce N € N: Let m' := r(N) if
r(N) # L and sample m’ according to An(k) otherwise. Let V' be the
yes-successor of v, f:= f(v:=m'), and v’ :=r(N :=m/).

x If v is a computation node with constructor or destructor F, then m' :=
Ap(k,ma, ... ,my). If m' £ L, then V' is the yes-successor of v, if m' =
L1, then V' is the no-successor of v. Let f':= f(v:=m'). Letr' :==r.

x If v is an input node, ask for a bitstring m from Adv. Abort the loop if
Adv halts. Let V' be the successor of v. Let f':= f(v:=m) and v := V.

x If v is an output node, send my to Adv. Abort the loop if Adv halts. Let
V' be the successor of v. Let f':= f and v’ :==r.



x If v is a control node, annotated with out-metadata I, send [ to Adv.
Abort the loop if Adv halts. Upon receiving an answer ', let V' be the
successor of v along the edge labeled I' (or the lexicographically smallest
edge if there is no edge with label l'). Let f':= f and r' :=r.

x If v is a nondeterministic node, let D be the probability distribution in the
annotation of v. Pick v' according to the distribution D, and let v := V',
Let f':= f and r' :=r.

— Letv:=V, f:=f andr:=7r". Let v; :=v.
— Let len be the number of nodes from the root to v plus the total length of all
bitstrings in the range of f. If len > p(k), abort.

Definition 36 (Efficient protocol) We call a probabilistic CoSP protocol efficient if:
e There is a polynomial p such that for any node N, the length of the identifier
of N is bounded by p(m) where m is the length (including the total length of the
edge-labels) of the path from the root to N.
o There is a deterministic polynomial-time algorithm that, given the identifiers of all
nodes and the edge labels on the path to a node N, computes the label of N.

Definition 37 (Computationally satisfied trace properties) Let M =
(C,N, T,D,) be a symbolic model. Let A be a computational implementation of
M and let 1T be a probabilistic CoSP protocol. Then (II, A) computationally satisfies a
trace property p in M iff for all probabilistic polynomial-time interactive machines Adv
and all polynomials p, the probability that Nodes§A7A’H7Adv(k) € g is overwhelming.

Definition 38 (Computational soundness) A computational implementation A of
a symbolic model M = (C,N, T,D,}F) is computationally sound for a class P of CoSP
protocols iff for every trace property @ and for every efficient probabilistic CoSP proto-
col I1, we have that (I1, A) computationally satisfies p if Ilg symbolically satisfies o and
II € P. Here llg denotes the CoSP protocol resulting from removing the distributions at
the nondeterministic nodes in the probabilistic CoSP protocol 11.
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7.4 Simulators and the hybrid execution

Definition 39 (Simulator) A simulator is an interactive machine Sim that satisfies
the following syntactic requirements:
o When activated without input, it replies with a term m € T. (This corresponds to
the situation that the protocol expects some message from the adversary.)
o When activated with some t € T, it replies with an empty output. (This corresponds
to the situation that the protocol sends a message to the adversary.)
e When activated with (info,v,t) where v is a node identifier and t € T, it replies
with (proceed)
o At any point (in particular instead of sending a reply), it may terminate.

Definition 40 (Hybrid execution) Let II be a probabilistic CoSP protocol for a sym-
bolic model M, and let Sim be a simulator. We define a probability distribution
H-Traceyy 11 gim (k) on (finite) lists of tuples (Si,vi, fi) called the full hybrid trace ac-
cording to the following probabilistic algorithm, that runs on input k and interacts with
Sim.
e Start: 51 := 5 := O, v := v is the root of 11, and f1 := f is a totally undefined
partial function mapping node identifiers to T.
e Transition: For i =2,3,... do the following:
— Let iy, ..., 0y be the node identifiers in the label of v. Definety, ..., t, through
tj = f(75)-
— Proceed depending on the type of v:

x If v is a computation node with constructor, destructor, or nonce F', then
let m := evalp(ty,...,t,). If m # L, let V' be the yes-successor of v and
let f':= f(v:=m). If m = L, let V' be the no-successor of v and let
fli=1f. Setv:=v and f = f'.

x If v is an output node, send t; to Sim. Let v/ be the unique successor of
v. Setv:=1.

x If v is an input node, hand control to Sim, and wait to receive m € T
from Sim. Let f':= f(v:=m), and let V' be the unique successor of v.
Set f:=f andv =1

5This step is necessarily for technical reasons only. See



x If v is a control node labeled with out-metadata I, sendl to Sim, and wait
to receive a bitstring I' from Sim. Let v’ be the successor of v along the
edge labeled I' (or the lexicographically smallest edge if there is no edge
with label I'). Let v =1/,

x If v is a nondeterministic node, sample V' according to the probability
distribution specified in v. Let v =1,

— Send (info,v,t) to Sim. When receiving an answer (proceed) from Sim, con-
tinue
— If Sim has terminated, stop. Otherwise let (S, v;, fi) == (S,v, f).
The probability distribution of the (finite) list vy, ... produced by this algorithm we denote
H-Nodesg 11 gim (k). We call this distribution the hybrid node trace.

Definition 41 (Dolev-Yao style simulator) A simulator Sim is Dolev-Yao style
(short: DY) for M and a probabilistic CoSP protocol 11, if with overwhelming proba-
bility the following holds:

In the hybrid execution, for each £, let my € T be the (-th term sent (during processing
of one of I1’s input nodes) from Sim to II in that execution. Let T, C T the set of all
terms that Sim has received from II (during processing of output nodes) prior to sending
my. Then we have Ty = my.

Definition 42 (Indistinguishable simulator) A simulator Sim is indistinguishable
for M, a probabilistic CoSP protocol 11, a computational implementation A, an adversary
Adv, and a polynomial p, if

C
Nodesyy 411 aqy(k) = H-Nodesyy 11 gim (k)

i.e., if the computational node trace and the hybrid node trace are computationally in-
distinguishable.

Theorem 7 (Indistinguishable DY-style simulators imply soundness) Let
M = (C,N, T,D,F) be a symbolic model, let P be a class of CoSP protocols, and let A
be a computational implementation of M. Assume that for every efficient probabilistic
CoSP protocol 11 (whose corresponding CoSP protocol is in P), every probabilistic
polynomial-time adversary Adv, and every polynomial p, there exists a simulator that
is indistinguishable and Dolev-Yao style for M, A, I, Adv, and p.

Then A is computationally sound for protocols in P.

8 Computational soundness of public key encryption

8.1 The model

We now investigate the computational soundness (in the active case) of IND-CCA secure
public key encryption. We use the following symbolic model M,;,:

5This step is necessary for technical reasons only. The computational execution may abort at a certain
point depending on the polynomial p. The simulator needs to mimic this behaviour, and to know the
right time for aborting, he needs to know v and t.



Constructors: C := {enc/3, ek/1, dk/1, garbage/1, garbageEnc/Q}E
The nonces N = N U N4 are standard.

Message type:
T ::= enc(ek(N), T,N)|ek(N)|dk(N)|garbage(N)|garbageEnc(T,N).
Destructors: D := {dec/2, ekof /1, equals/Q}E The behavior of the destructors is

given by the following rules; an application matching none of these rules evaluates
to L:

dec(dk(t1), enc(ek(ty),m,t2)) m
ekof (enc(ek(ty), m,t2)) = ek(ty)

ekof (garbageEnc(t;,tz)) = t

equals(x,x) = x

The deduction relation F is standard.

Definition 43 (Key-safe protocols) We call a CoSP protocol 11 key-safe if the fol-
lowing holds:

1.

The argument of every ek-, dk-computation node and the third argument of every
enc-computation node is an N-computation node with N € NF. (Here and in
the following, we call the nodes referenced by a protocol node its arguments.) We
call these N -computation nodes randomness nodes. Two randommness nodes on the
same path are annotated with different nonces.

FEvery computation node that is the argument of an ek-computation node or of
a dk-computation node on some path p occurs only as argument to ek- and dk-
computation nodes on that path p.

FEvery computation node that is the third argument of an enc-computation node on
some path p occurs exactly once as an argument in that path p.

. Bvery dk-computation node occurs only as the first argument of a dec-destructor

node.

The first argument of a dec-destructor node is a dk-computation node.

There are no computation nodes with the constructors garbage, garbageEnc, or
N e N4

Key-safeness in particular implies that all randomness is fresh and that no key-cycles
occur.

Definition 44 (Implementation conditions) We define the following conditions on
a computational implementation A:

"Normally, we would at least add pairs to this. But for simplicity, we restrict ourselves to the bare
minimum here.

8 Again, we strive for minimality. We could add a lot of destructors for various tests, such as isenc
for testing whether a certain term is a ciphertext.



1. There are disjoint and efficiently recognizable sets of bitstrings representing the
types monces, ciphertexts, encryption keys and decryption keys. The set of all
bitstrings of type nonce we denote NonceskE (Here and in the following, k denotes
the security parameter.)

2. The functions Aepe, Aek, and Ag, are length-regular. All nonces r € Noncesy, have
the same length.

3. An for N € N returns a uniformly random r € Noncesy.

4. Every image of Acnc is of type ciphertext, every image of Agp and Aerop is of type
encryption key, every image of Ag, is of type decryption key.

5. Ackof (Aenc(p, z,y)) = p for all p of type encryption key, € {0,1}*, y € Noncesy,.
Acrop(e) # L for any e of type ciphertext and Acpof(e) = L for any e that is not
of type ciphertext.

6. Aenc(p,m,y) = L if p is not of type encryption key.

7. Agec(Agr(r),m) = L if both r € Noncesy, and Acpor(m) # Aei(r). (This implies
that the encryption key is uniquely determined by the decryption key.)

8. Agec(Agr(r), Aenc(Aer (1), m,r")) = m for all r,r" € Noncesy.

9. We define an encryption scheme (K, E,D) as follows: K picks a random r «—
Noncesy, and returns (Aex (1), Agr(r)). E(p,m) picks a random r < Noncesy and
returns Aene(p,m,r). D(d,c) returns Agec(d,c). We require that then (K, E,D)
is IND-CCA secure.

10. For all e of type encryption key and all m € {0,1}*, the probability that
Acne(e,m,r) = Aenc(e,m,r’) for uniformly chosen r,r" € Noncesy, is negligible.

Note that any IND-CCA secure encryption scheme{@ can be transformed into an imple-
mentation satisfying the above conditions by suitably tagging and padding the cipher-
texts and keys.

8.2 The simulator

In the following, we define distinct nonces N™ € N4 for each m € {0, 1}*.

For a protocol II, an adversary Adv and a polynomial p, we construct the simulator
Sim as follows: In the first activation, it chooses ry € Noncesj for every N € NP,
At any point in the execution, A" denotes the set of all nonces N € N¥ that occurred
in terms received from II. R denotes the set of randomness nonces (i.e., the nonces
associated with all randomness nodes of II passed through up to that point).

Sim internally simulates the adversary Adv. When receiving a term ¢ € T from
II, it passes B(f) to Adv where the partial function 3 : T — {0,1}* is defined below.
When Adv answers with m € {0, 1}*, the simulator sends 7(m) to II where the function
7:{0,1}* — T is defined below. The bitstrings sent from the protocol at control nodes
are passed through to Adv and vice versa.

9This would typically be the set of all k-bit strings with a tag denoting nonces.
9Here we also assume that decryption fails with probability 0. Alternatively, one can also define
encryption schemes where decryption may fail with negligible probability.



When the simulator receives (info, v, t), the simulator increases len by ¢(t) + 1 where
¢: T — {0,1}* is defined below. If len > p(k), the simulator terminates, otherwise it
answers with (proceed).

Translation functions. The partial function 5 : T — {0,1}* is defined as follows
(where the first matching rule is taken):
e 3(N) :TNifNGN.

o BNT) =
o [(enc(ek(t ) to, M)) := Acne(B(ek(t1)), B(t2),ra) if M € N.
o S(enc(ek(M),t, N™)):=m if M € N.

° ﬁ(ek(N)) ek(TN) if N eN.

o B(ek(N™)) i=m.

. ﬁ( k( ) _Adk(TN) if NeN.

e ((garbage(N€)) := c.

e [(garbageEnc(t, N¢)) :=

e 3(t) :== L in all other cases.
The total function 7 : {0,1}* — T is defined as follows (where the first matching rule is
taken):
o 7(r):= N if r =ry for some N € N'\ R.
e 7(r):= N" if r is of type nonce.

T(r
7(
e 7(c) := enc(ek(M),t,N) if ¢ has earlier been output by [(enc(ek(M),t,N)) for
ome M € N, N e N.
(c) := enc(ek(N),7(m),N€) if c is of type ciphertext and 7(Aeror(c)) = ek(N)
for some N € N and m := Agec(Agr(rn),c) # L.
(e) := ek(N) if e has earlier been output by ((ek(N)) for some N € N.
7(e) := ek(N°) if e is of type encryption key.
(c) := garbageEnc(T(Ackor(c)), N€) if ¢ is of type ciphertext.
T(m) := garbage(N™) otherwise.
The function ¢ : T — {0,1}* is defined as £(t) := |3(t)|. Note that ¢(¢) does not
depend on the actual values of ry because of the length-regularity of Acne, A, Adk-

Hence /(t) can be computed without accessing 7y .

[ ]
N @

\]
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8.3 Properties of the simulator

Lemma 5 (Indistinguishability) Assume that II is a key-safe protocol, and that

A satisfies the implementation conditions from [Definition 4. Assume a probabilistic
polynomial-time adversary Adv and a polynomial p. Then the simulator from [Section 8.2

1s indistinguishable in the sense of [Definition 44
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Lemma 6 (Dolev-Yao style simulator) Assume that 11 is an efficient key-safe pro-
tocol, and that A satisfies the implementation conditions from [Definition 44 Assume

a probabilistic polynomial-time adversary Adv and a polynomial p. Then the simulator

from [Section 8.7 is Dolev-Yao style in the sense of [Definitron 71,

Theorem 8 (Computational soundness) Let P be the set of all key-safe CoSP pro-
tocols. Let A be a computational implementation of My, that satisfies the implementa-

tion conditions from [Definition 44

Then A is computationally sound for protocols in P.
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9 Automated game-based proofs

An overview over the technique of game-based proofs in cryptography can be found in
[Sho04, BROG]. Such proofs constitute a well-structured way of writing cryptographic
proofs (directly in the computational model).

Currently, there is only one tool that attempts to automatically find game-based
proofs, namely CryptoVerif [Bla06].

9.1 The calculus used in CryptoVerif

We present a simplified version of the calculus used by CryptoVerif. We omit the (very
important) concept of arrays.

All definitions and statements in this section are highly simplified. For
authoritative information and full detail, see [BIa06].

A type is a symbol T' together with an interpretation I (7") (a family of sets). For
each security parameter k € N, Ij,(T) is a subset of {0,1}* U{L}. We require that I} (7T)
is efficiently decidable. Examples for types are the type bitstring with Iy (bitstring) :=
{0,1}*, and bool with Ij(bool) := {0,1} (where 0 is interpreted as false and 1 as true).

A function of arity m is a symbol f together with types T1,...,T,,T (we write
f:Ty x...T, — T) and with an interpretation I;(f). For each security parameter k,
It.(f) is a function from Iy, (T7) X - - - X I;(T,) to I(T"). We require that Iy (f) is efficiently
computable.

A term obeys the following grammar:

M=z | f(My,...,M,)

Here z stands for a variable name, and f for a function symbol.
We distinguish two types of processes: input processes and output processes. The



input processes obey the following grammar:

Q=
0 empty process
QlQ’ parallel composition
1smq parallel composition of m copies of ()
newChannel ¢; QQ allocation of a new channel
c(xy Ty, xn :Ty); P input on channel ¢ into variables z1,...,z,

Here m stands for a parameter, i.e., an efficiently computable polynomially-bounded
function of the security parameter. P stands for an output process.
Output processes obey the following grammar:

P =
&(My, ..., My,);Q output on channel ¢ of values My, ..., M,
new z :7T; P assignment of random value of type T to x
letx:T=Min P compute M and assign to x

if M then P else P’ conditional (M must evaluate to bool)

Well-typed processes. [Blal6] imposes certain syntactical and well-typedness condi-
tions on processes. These guarantee for example that no undefined variables are accessed,
and that no functions are applied to values of the wrong type. We omit a description of
these conditions here and refer to [Bla06].

Semantics (informal). We sketch he semantics of the calculus on an informal level.
The execution of an input process @ starts with the process Q|start(). (start() sends an
empty message on channel start to get the input process @) a chance to start running.)
Then, in each step, we probabilistically reduce the current process according to the
following rules:

e A process new x : T; P is reduced to P, and x is assigned a uniformly random
value from Iy (7).

e A process let x : T'= M in P is reduced to P, and x is assigned the result of
evaluating M (using the interpretations I(f) of the function symbols f occurring
in M).

e A process if M then P else P’ is reduced to P or P’, depending on whether M
evaluates to 1 or 0.

e A process 'S™(Q is reduced to Q|...|Q (n(k) copies).

e A process newChannel ¢; @ is reduced to @), where each occurrence of ¢ in @ is
replaced by ¢/, where ¢ is a fresh channel name.



e The process 0 (if parallel composed with some other process) is discarded. If the
current process is 0 (and there is no other process parallel composed with it), the
execution stops.

o If c(xq : Th,...,xp : Tp); P and &(My, ..., M,);Q are composed in parallel, and
the terms M, ..., M, evaluate to values by,...,b, € Ix(T1),...,Ix(Ty), then the
processes reduce to P and @), and the variables z1,...,x, are assigned the values
bi,...,b,. If there are several processes c(x1 : Th,...,z, : T),); P satisfying these
conditions, one is chosen uniformly at random. (The syntactical conditions on
processes ensure that there is at most one process of the form ¢(My, ..., My);Q.)

e Note that a process may access variables that are bound by a let- or new-statement
in another (parallel-composed) process. For example, if we have Q'|new z : T; Q,
then @' might access x. In particular, if the adversary is a process running in
parallel with a process @, then the adversary can access all variables of @ unless
we put explicit restrictions on the variables occurring in the adversary.

For a formal account of the semantics, see [Bla0f].

In order to model events, we use channels. For example, raising an event bad can
be modeled by the process bad(); Q. We write Pr[Q —, &(a)] to denote the probability
that @ will eventually output the value a on channel c.
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Definition 45 (Observational equivalence) An evaluation context is a context of

the grammar
C =0 | newChannel ¢;C | (Q|C) | (C|Q).

Given two input processes Qr and Qr and a set of variables V, we say that an
evaluation context C is acceptable for Qr,Qr,V iff vars(C)Nwvars(Qr,Qr) CV (where
vars(C) denotes all variables in C, even those bound by a let- or new-statement).

We say Qr, and Qg are observationally equivalent with public variables V' (written
Qr ~" Qg) iff for all evaluation contexts acceptable for Qr,Qr,V, for all channels c,
and for all bitstrings a, we have that

Pr[C[QL] —k ¢(a)] — Pr[ClQR] — ¢(a)]

1s negligible in k.
If V=@, we write Qr, ~ Qg instead of Qr, =V Qrg.

9.2 Game transformations

The basic approach of CryptoVerif is to start with some initial process () and to automat-
ically apply transformations that change () into an observationally equivalent process.
The final process Q* is (hopefully) of a form such that the security property that is to
be shown can immediately be seen to hold. E.g., if the goal is to show that ) does not
raise an event bad, and QQ* does not contain any instruction for raising the event bad,
then Q* raises the event bad with probability 0, and thus, because Q ~ Q*, @ raises the
event bad with negligible probability.

There are two main transformations in CryptoVerif: Simplification, and crypto trans-
formations.

9.2.1 Simplification

The simplification algorithm is parametrized over a set of user-defined equalities of the

form
Yoy 11, .o Ve : T M

The meaning of each such equality is that the following holds: For all security pa-
rameters k and all environments E (mapping variables to bitstrings), if E(z;) €



In(Ty), ..., E(xm) € Ix(T),), then E,M | true. Here true formally means the bit-
string 1, and E, M | b means that M evaluates to b (using the interpretations Ij(f) of
the functions f occurring in the term M).

The simplification algorithm then does — roughly — the following:

e It applies certain built-in rewrite rules to the terms occurring in the current pro-
cess . These built-in rules comprise rules like not(z = y) — x # y or xVirue — x.

e It applies rewrite rules corresponding to the user-defined equalities. For each equal-
ity Vop 0 11, ...,V : T M, we distinguish the following cases:
— If M = (M = Ms), then use the rewrite rule My — M.

— If M = (M; # M), then use the rewrite rules (M; = Ms) — false and
(M # Ms) — true.

— Otherwise, use the rewrite rule M — true.

e For each position of the protocol, derive true facts that are guaranteed to hold
at that position. For example, in the then-branch of if M then P, the fact M
necessarily holds. Use these true facts as additional rewrite rules.

e Remove useless variables: If ¢ vars(Q) UV, use the rewrite rules let x : T =
M in P— P and new z: T in P — P.

e Apply all the above until a fixpoint is reached.

9.2.2 Crypto transformations

In order to use crypto transformations in CryptoVerif, the user first needs to introduce
cryptographic assumptions. Such an assumption is encoded as an equivalence of the
form (Gy,...,Gn) = (GY,...,G],) where the G;, G, are of the following grammar:

G =" newy, : Ty;...;new y : Ty ¢ (G,...,Gp)
(r1:Th,...,z;: 1)) — FP
FP =M
new x :T; FP
let x: T =M in FP
if M then FP else FP



Each such group of functions (G, ..., Gy,) represents some process [(Gi,...,Gn)] that
implements the functions G1,...,G,,. That is

[(Giy...,Gn)] = [Gi]|. . |[Gn]
[(x1:Th,...,2: 1)) = FP] :=c(xy : T, ...,z : Tq); [FP]
[=" new yy : Tis. .. (Gryeo s G)] = 15" ¢()snew yy 2 T .. 50); [(Ga, ..., Go)]
[M] := &(M)
[new x : T; FP] := new x : T; [FP]
[let : T =M in FP]:=let x: T = M in [FP]
[if M then FP; else FPy] :=if M then [FP;] else [FPs]

Here ¢ stands for an arbitrary channel name. All occurrences of ¢ are mapped to differ-
ence channel names.

Then (G1,...,Gn) = (G},...,Gl,) denotes [(G1,...,Gn)] = [(G},...,G.,)]- Tt is
the user’s responsibility to check that the observational equivalence [(G1,...,Gn)] =
[(Gy,...,G),)] indeed holds.

When CryptoVerif tries to apply a crypto transformation parametrized by an equiv-
alence LHS ~ RHS to a game @, it tries to identify variables x introduced by new in
@ with variables in LHS. Then, CryptoVerif tries to find subterms M in () that can be
computed by communicating with the process [LHS] instead of computing them directly
in @ (e.g., if LHS contains (x : T) — f(x), then f(x) in @ can be replaced by send-
ing x to [LHS] and receiving f(z) from [LHS]) We get a modified process Q'|[LHS],
and CryptoVerif ensures that @Q ~ Q'|[LHS]. Then, since [LHS] ~ [RHS], we have
Q'|[LHS] ~ Q'|[RHS]. Then, in @', we replace all communications with [RHS] by
direct computations of the corresponding terms. We call the resulting process Q”. We
then have Q'|[RHS] ~ @Q”. Summarizing, @ =~ Q”. The crypto transformation then
replaces the current process (Q by the new process Q”.
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10 Computational soundness of zero-knowledge proofs

Warning: The following material has to be taken with some care. The original result
on computational soundness of zero-knowledge proofs [BUI(] has been derived using a
different formalism for modeling protocols than the CoSP framework used in this lecture.
Since I did not wish to introduce yet another formalism, I have “translated” the results
from [BUIO] into the CoSP framework. I have guessed how the results should look
like using CoSP, but since I have not redone the proofs, there is no guarantee that the
results as formalized below are completely correct. I am, however, quite confident that a
formalization of the results from [BUI0] in CoSP would be very similar to what I present
below.

Examples for papers that use a symbolic modeling of zero-knowledge: [BMUOS,
BHMOSal, [BHMOSD].

10.1 Symbolic model
A ZK-term is defined by the following grammar:
ZKterm ::= «;|0;|enc(ZKterm, ZKterm, «; )| dec(;, ZKterm).

The interpretation of o; and 3; is as a placeholder for the i-th component of the witness
and the public part, respectively.
A ZK-atom is of the form

ZKatom ::= ZKterm = ZKterm.

The interpretation of a ZK-atom L = R is that L = R holds after substituting the «;
and (; by the witness and public part of some ZK-proof.
A ZK-formula is a Boolean formula over ZK-atoms. lL.e., if B is a Boolean formula,

ZKformula ::= B(ZKatom, ..., ZKatom).

The largest index ¢ such that a; occurs in a ZK-formula F' we call the a-arity ap. The
largest index ¢ such that 3; occurs in a ZK-formula F' we call the §-arity Or.
For a ZK-formula F', we denote by atoms(F') the set of all ZK-atoms in F.



Definition 46 (True proofs) Let F' be a ZK-formula. Fix sets of constructors C and
nonces N, a set of terms Ty, and a set of destructors D. Let a term of the form
zkp(ai,...,a0,;501,...,bg,; R) be given. (Here ai,...,a, represent the witness and
bi,...,b, the public part of the ZK-proof. R is the randomness used for constructing
the ZK-proof.)

For C/n € C U D, let eval(C(ty,...,tn)) := Cl(eval(ty),...,eval(ty)) if
C(eval(ty),...,eval(t,)) € Ty and eval(C(ty,...,t,)) := L otherwise. For D/n € D, let
eval(D(t1,...,t,)) := D(eval(t1),. .., eval(t,)) (the result of evaluating the function D).

Let 0 := {ai1/aq, ..., 00, /0Cap,b1/B1, ..., b3, /08, } be the substitution that replaces
all a; by a; and all B; by b;.

For an atom (I = r) € atoms(F), we say that (I = r) is valid iff eval(lo) # L and
eval(ro) # L. We say (I =) is true iff (I =) is valid and eval(lo) = eval(ro).

Let F =: B(ay,...,a,) where B is a Boolean formula and {a1,...,a,} = atoms(F).
Set a; := true if aq is true and a; := false otherwise.

We call zkp(ai,...,a0,;b1,...,b5.; R) a true ZK-proof iff all t € atoms(F) are valid
and B(ay,...,a,) = true holds (when B is evaluated as a Boolean expression).

Let F be a finite set of ZK-formulas.
We define the following constructors:

C :={enc/3,¢ek/1,dk /1, garbage /1, garbageEnc /2,
zkp/(ap + Br + 1), garbageZK 1 /(Br + 1) : F € F}

To increase readability, we use semicolons instead of commas to separate witness (first
ap arguments), public part (next S arguments) and randomness (last argument) of a
zk p-term. Similarly for garbageZK .

Let the nonces N be standard.

We define the following message type Tp:

Ty ::= enc(ek(N), Ty, N)|ek(N)|dk(N)|garbage(IN)|garbageEnc(To, N)
|zkp(To, ..., To; To, ..., To;N)|garbageZK (Ty, ..., To;N)

(The message type Ty is only used as an intermediate definition in order to be able to

apply [Definifion 46) which in turn is needed to define the message type T below.)
The destructors D are:

D := {dec/2, ekof /1, equals /2, zkverify /1, zkpublicp; /1 : F € F,i=1,...,8r}

The constructors dec, ekof, equals are defined as in Bection 8Tl The remaining destruc-
tors are defined by the following rules:

zkverifyp(zkp(ay, ... an;b1, ... b;y;7r)) = 2zkp(at, ..., an; b1, .. b )
zkpublicp ;(zkp (a1, ..., an;b1,. .., by; 7)) = b;

zkpublic ;(garbageZK p(b1, . .., bm; 7)) = bi.



We define the message type T as the set of all terms ¢ € T such that every zkp(---)-
subterm of ¢ is a true ZK-proof in the sense of [Definition 461
The deduction relation F is standard.

Definition 47 (Symbolic model for ZK) Let M7, := (C,N,T,D,}F). We call M7,
the symbolic model for ZK with formulas F.

Note that the restriction of T to messages containing only true proofs has the effect
that the adversary can only derive true proofs, even though the definition of - does not
explicitly mention true proofs.
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10.2 Computational implementation

We state the following definition not for an arbitrary relation R, but directly specialized
to the relation R with CRw iff C(w) = 1. This is sufficient for our purposes.

Definition 48 (Symbolically-sound zero-knowledge proof system) A
symbolically-sound zero-knowledge proof system is a tuple of polynomial-time al-
gorithms (K, P,V, S, E) with the following properties:

e Completeness: Let a polynomial-time adversary Adv be given. Let
(crs, simtd, extd) «— K(1F). Let (C,w) « Adv(1¥, crs). Let m «— P(1*,C,w, crs).
Then with overwhelming probability in k, C(w) =0 or V(1¥,C, 7, crs) = 1.

o Extractability: Let a polynomial-time adversary Adv be given. Let
(crs, simtd, extd) «— K(1%). Let (C,7) «+ Adv(1¥, crs). Let w «— E(1%,C, 7, extd).
Then with overwhelming probability, if V(1¥,C,x, crs) =1 then C(w) = 1.

e Unpredictability:  Let a polynomial-time adversary Adv be given. Let
(crs, simtd, extd) «+ K(1¥). Let (C,w, ') «+ Adv(1%*, crs, simtd, extd). Then with
overwhelming probability, we have © # P(1%,C,w, crs).

e Extraction zero-knowledge: Let a polynomial-time adversary Adv be given. Con-
sider the following experiment parametrized by a bit b: Let (crs, simtd, extd) —
K(1¥).  Let (C,w,state) <+ AdvE(lk""’emd)(lk,CTs,simtd). Then let m «
P(1k,C w, cers) if b = 0 and © « S(1%,C, crs, simtd) if b = 1. Let guess =
AdvE(lk""’md)(1"“7 crs, simtd, state, ). Let Py(k) denote the following probability:

Py(k) :=Pr[guess = 1 and C(w) =1 and
(C, ) has not been queried from E(1*,-,-, extd)].
Then |Py(k) — Py(k)| is negligible.

e Length-regularity. Let two circuits C,C" and witnesses w,w" with C'(w) = C'(w') =
1 be given such that |C| = |C'| and |w| = |w'|. Let (crs, simtd, extd) «— K(1¥).
Then let ™ « P(1%,C,w, crs) and ©' « P(1%*,C",w’, crs). Then |r| = |7’| holds
with probability 1.



e Deterministic verification and extraction. The algorithms V and E are determin-

1stic.

Protocols satisfying these notions have been presented in [GOOT, Sect. 4].

Definition 49 (ZK-circuit) Let F be a ZK-formula with a-arity n = ap and (3-
arity m = Bgr. Let by, ..., by, be bitstrings and lq,...,l, be nonnegative integers. The
ZK-circuit C’?,l"";ll"" is a circuit that returns 1 on input (ai,...,a,) with |a;| = l; iff
cevaly, ....aniby,...om (F) # L.

Here cevaly, .. a,:b1,....bm (F) = ceval(F') is recursively defined as follows:

If F = B(ti,...,ts) for a Boolean formula B and ZK-atoms ti,...,ts, then

ceval (F) = true iff v; := ceval(t;) # L for all i and B(vy,...,vs) = true.

ceval(l = 1) = true for a ZK-atom | = r iff ceval(l) # L and ceval(r) # L and
ceval(l) = ceval(r).

ceval(l = r) = false for a ZK-atom | = r iff ceval(l) # L and ceval(r) # L and
ceval(l) # ceval(r).

ceval(l =71) = L for a ZK-atom | = r iff ceval(l) = L or ceval(r) = L.

l
ceval(f(t1,...,ts)) = Af(ceval(ty),... ceval(ts)) for a ZK-term f(t1,...,ts) with
constructor or destructor f/s.

e ceval(a;) = a;.

ceval(B;) = b;.

Definition 50 (Implementation conditions) We define the following conditions on
a computational implementation A:

1.
2.

3.

-'R

A satisfies the implementation conditions from [Definttion 44

There is an efficiently recognizable set of bitstrings representing the type ZK-proof.
This set is disjoint from the sets defined in[Definition 44}

There is a symbolically-sound encryption scheme (K, P,V,S, E) where P takes a
uniformly random element of Noncesy as randomness.

We assume that a value crs «— K(1™) is chosen at the beginning of the protocol.
Ag.(1k ay, .. an;by, ..., by;7) checks whether Cg"";bl""(al,...,an) = 1 with
li = lai|. If not, A, returns L. Otherwise, Ay, invokes m <«
P(1F, C’?"";bl"", (a1,...,ay),crs) with randomness r. Then Ay, returns
(m, Fyby, oo b, by, ..o, 1y) where () is a length-regular tuple-encoding that returns
bitstrings of type ZK-proof and where n = ap and m = (.

Azkpublicm(lk,z) =b; if z=(m,F,by,....bp, 11, ... 1) for some b;,l;,m (and n =
ap and m = ). Otherwise Azk‘publicp’i(z) =1.

AzkvmfyF(lk,z) =b; if z = (m,Fby,... by, 11, ..., 1) for some by, li,m (and n =
ar and m = Br) and V(1F, C’g"";bl"", z,crs) = 1. Otherwise A gyeripy,(2) = L.

Note that here, somewhat simplifying, we have assumed that a CRS crs is chosen at
the beginning of the protocol as crs « K (1¥) and given as argument to the algorithms P
and V. Alternatively, one could explicitly model the CRS in the symbolic model: Then
the constructor zk p and the destructor zkverify . (and their corresponding computational



implementation) would have an additional argument taking the CRS. We do not pursue
this approach further at this point.
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10.3 ZK-safe protocols

Definition 51 (ZK-safe protocols) We call a CoSP protocol 11 ZK-safe if the follow-
ing holds:

1.

The argument of every ek-, dk-computation node and the third argument of every
enc-computation node and the last argument of every zk p-computation node is an
N -computation node with N € N¥. (Here and in the following, we call the nodes
referenced by a protocol node its arguments.) We call these N-computation nodes
randomness nodes. Two randomness nodes on the same path are annotated with
different nonces.

If enc(ZKterm,ZKterm, ;) occurs in F, then the i-th argument of a zkp-
computation node is a randomness node.

FEvery computation node that is the argument of an ek-computation node or of
a dk-computation node on some path p occurs only as argument to ek- and dk-
computation nodes on that path p.

. Every computation node V' that is the third argument of an enc-computation node

on some path p occurs only as the third-argument to only one enc-computation
node v and as the i-th argument to a zkp-computation node such that «; occurs
in F only within a ZK-term enc(ZKterm, ZKterm, a;) that will be evaluated to the
same term as the enc-constructor of v.

FEvery dk-computation node occurs only as the first argument of a dec-destructor
node and as the i-th argument to a zk p-computation node such that «; occurs in
F only within a ZK-term dec(a;, ZKterm).

The first argument of a dec-destructor node is a dk-computation node.

If dec(a;, ZKterm) occurs in F', then the i-th argument of a zk p-computation node
is a dk-computation node.

There are mo computation nodes with the constructors garbage, garbageEnc,
garbageZK , or N € N4,

Note: The (somewhat involved) requirements on the uses of randomness-nodes and
dk-computation nodes ensure that if we would replace each zero-knowledge proof by a
subtree that checks whether the proofis true (whether the witness matches statement and
formula), then we would get a key-safe CoSP protocol. This is because the computational
implementation A . checks whether Cﬁé"";bl""(al, ...,ap) = 1 before producing the ZK-
proof. Evaluating this circuit is equivalent to checking whether the ZK-proof is true.



10.4 Computational soundness proof

We construct a simulator Sim as in Becfion 87 except that we add the following rules

to the definitions of the translation functions 8 and 7:

o ﬁ(zkp(al, ceey Qpg bl, ce 7bm7 M)) = Asz(ﬁ(al), cee ,ﬂ(an);ﬁ(bl), cee ,ﬁ(bn), TM) if
MeN.

o B(zkp(ar,...,an;b1,... by, N™)) :=m.

e (B(garbageZK (b1, ..., by, N™)) :=m.

and

e 7(2) := zkp(ai,...,an;b1,...,by; M) if z has earlier been output by

6(zkp(a1, ceey Qpyg bl, ce ,bm; M))

o 7(2) := zkp(7(ay),...,7(an);7(b1),...,7(by); M?) if z is of type zero-knowledge
and z = (m, F,by,...,by,l1,...,1,) such that V(1% C’él"";bl"",ﬂ, crs) = 1 and
(a,...,an) := E(1%, Cj}"";bl"",w, extd) = 1. (If E fails or C’ll,}"";bl""(al, ceyp) #
1, we say a ZK-break occurred.)

e 7(2) := garbageZK p(1(b1),...,7(bm); M?) if z is of type zero-knowledge and z =
(m,F,by, ..., by, 11, ..., 1,) such that V(1F, C’é}"";bl"", m,ers) # 1.

Lemma 7 (Indistinguishability) Assume that II is a ZK-safe protocol, and that

A satisfies the implementation conditions from [Definition 50. Assume a probabilistic
polynomial-time adversary Adv and a polynomial p. Then the simulator Sim specified

in this section is indistinguishable in the sense of [Definition 43

Lemma 8 (Dolev-Yao style simulator) Assume that I is an efficient key-safe pro-
tocol, and that A satisfies the implementation conditions from [Definition 50 Assume

a probabilistic polynomial-time adversary Adv and a polynomial p. Then the simulator

Sim specified in this section is Dolev-Yao style in the sense of [Definition 41

Conjecture 9 (Computational soundness) L1 Let P be the set of all ZK-safe CoSP
protocols. Let A be a computational implementation of Mi that satisfies the implemen-

tation conditions from [Definition 50

Then A is computationally sound for protocols in P.

M7 call this a conjecture because I have not checked the proof in the CoSP framework. There is a
proof of a similar theorem in another framework in [BUT0J.
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passive secrecy,
trace,
protocol
CoSP, I

efficient CoSP,
probabilistic CoSP,

randomness

fresh,
randomness node,
randomness nonce,
relation

standard deduction, [Tl
rule

(inference), [0
rule induction, [Tl

safe
key-,
7ZK-, B0
satisfy

computationally,
symbolically,
secrecy
strong,
weak,
secrecy property
secret,
semantics
(CryptoVerif),
simulator, E]



Dolev-Yao style,

indistinguishable,
soundness

computational (CoSP),
standard deduction relation, [
standard nonces, [
substitution,
symbolic model

for symmetric encryption, [[4
symbolic execution,
symbolic model, [Tl

for ZK,
symbolically satisfy,
symbolically-sound zero-knowledge, B7
symmetric encryption

symbolic model for, [

term
(CryptoVerif),
ZK-, 5

trace

computational node, [9
full,
full hybrid, 211
hybrid node,
node,
trace property,
true
ZK-atom,
ZK-proof,
type
(CryptoVerif),

unpredictability
of ZK proofs, B7
unpredictable nonces,

valid
ZK-atom,
verification

deterministic,
weak secrecy,

zero-knowledge

proofs, B4l
symbolic model,
symbolically-sound, B
ZK, see zero-knowledge
ZK-circuit,
ZK-safe,
ZK-term, B4
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